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You cannot NOT have a user experience.  
L O U  C A R B O N E
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Unser interdisziplinäres UX Team berät 
Unternehmen in allen Phasen des 
nutzerzentrierten Entwicklungsprozesses. 
Methodisch. Ganzheitlich. Einzigartig.
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B Jedes Projekt ist 
einzigartig. Unsere 
Kunden auch.
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Branchen
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„Produktentwicklung in der Medizintechnik - 
sicher, effizient mit hoher Akzeptanz und 
positivem Benutzererlebnis!“
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X Y Z Wahrscheinlichkeit für Fluggäste von ihrer Gruppe getrennt zu werden, 
wenn sie nicht extra bezahlt haben, um zusammen zu sitzen *

Quelle: Untersuchung der britischen Luftfahrtbehörde Civil Aviation Authority (CAA)

BRITISH AIRWAYS 

EASYJET 

EMIRATES 

FLYBE 

JET2.COM 

MONARCH AIRLINES 

RYANAIR 

THOMAS COOK 

TUI AIRWAYS 

VIRGIN ATLANTIC

15%

15%

22%

12%

16%

12%

35%

15%
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18%

M i t t e l w e r t  1 8 %

* 4316 Buchungen innerhalb eines Jahres

https://www.caa.co.uk/News/Civil-Aviation-Authority-launches-review-of-airlines--allocated-seating-policies/?catid=155
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Führt zu “subversiven” 
Fluggastverhalten …
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D Dark Pattern 
nach Harry Brignull
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Harry Brignull hat den Begriff Dark Patterns geprägt
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Dark Patterns are money-driven, sneaky, 
intentional and forced. 
H A R R Y  B R I G N U L L
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D A R K  P A T T E R N S

D I S G U I S E D  A D S

F O R C E D  C O N T I N U I T Y

F R I E N D  S P A M

H I D D E N  C O S T S

M I S D I R E C T I O N

P R I C E  C O M P A R I S O N  P R E V E N T I O N

P R I V A C Y  Z U C K E R I N G

R O A C H  M O T E L

S N E A K  I N T O  B A S K E T

T R I C K  Q U E S T I O N S  

F E A R  O F  M I S S I N G  O U T

B A I T  A N D  S W I T C H  

C O N F I R M S H A M I N G

Dark Pattern Detection Project (Dapde) Types of Dark Patterns by H. Brignull
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Misdirection

D A R K  P A T T E R N S  
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Das Entfernen der  
Opt-out 
Schaltfläche…
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.. erhöht die 
Zustimmung um 
22-23%.
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Forced Continuity

D A R K  P A T T E R N S  
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D A R K  P A T T E R N S  /  F O R C E D  C O N T I N U I T Y
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Roach Motel

D A R K  P A T T E R N S  
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Hidden Costs

D A R K  P A T T E R N S  
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D A R K  P A T T E R N S  /  H I D D E N  C O S T S
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Confirmshaming

D A R K  P A T T E R N S  
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D A R K  P A T T E R N S  /  C O N F I R M S H A M I N G
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Fear of missing out
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Sneaking

Urgency

Misdirection

Social Proof

Scarcity

Obstruction

Forced Action

In total, we discovered 1818 instances of dark patterns from 1254 
(∼11.1%) websites in our data set of 11K shopping websites.

Quelle: „Dark Patterns at Scale: Findings from a Crawl of 11K Shopping Websites“ Arunesh Mathur et al., 2019
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Studie von Mathur et al., die 11000 der 
beliebtesten Shopping Websites untersuchte 
fand raus, dass 40% aller Timer, die sie 
entdeckten entweder nach Ablauf der Frist 
wieder zurück gesetzt wurden oder für das 
beworbene Angebot irrelevant waren.

3 s

D A R K  P A T T E R N S  /  F O M O
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Weitere Taxonomien
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know why they are shown a limited set of choices [23]. To account for such interfaces we add disparate treatment as an
attribute of dark patterns. Table 2 summarizes the complete set of attributes.

2.4 Dark Pa�erns as a Thematic Research Area

The set of attributes described above exhibit commonalities. Dark patterns that are asymmetric, covert, or restrictive, or
that involve disparate treatment, attempt to in�uence user decisions bymodifying the set of choices available to users.
Dark patterns that are deceptive or information hiding in�uence user decisions bymanipulating the information
that is available to to users. Ultimately, both of these themes re�ect how dark patternsmodify the underlying choice
architecture for users.

As we show in Table 3, these themes—choice architecture, subdivided into user decision space and information
�ows—cohere the current dark patterns literature. We are able to provide a complete and cohesive descriptive taxonomy
of dark patterns scholarship, from these themes, to attributes, to speci�c dark pattern user interface designs that are
described in the prior work.

Importantly, themes are what bind the current dark patterns scholarship together. We can only descriptively char-
acterize the �eld at a high level of generality, and even then, it re�ects a pair of related but distinct concepts. If we
attempt to describe dark patterns with a greater degree of speci�city—which would be essential for any actionable
de�nition—the dark patterns literature immediately fragments further.

The structure of the dark patterns discourse has a parallel to Solove’s seminal perspective on privacy discourse [48].
In the same way that Solove argued that privacy is a Wittgensteinian family of concepts that are distinct, but resemble
each other, our descriptive deconstruction and reconstruction of the dark patterns literature reveals a set of interrelated
thematic concerns. An important consequence of Solove’s insight for privacy literature was that scholars could avoid
being mired in distilling a uni�ed de�nition of privacy, and instead focus on the normative considerations that motivate
the di�erent concepts at play.

We now turn to that task for dark patterns scholarship. Using our thematic observations about choice architecture as
a starting point, we review related work in other disciplines. We then develop discrete normative perspectives that can
help researchers more e�ectively articulate and study the problems that dark patterns pose for individuals and society.

Table 3. Types of dark pa�ern interfaces classified along how they modify the user’s choice architecture.

Choice Architecture

Prior Work Dark Pattern Type Modify the Decision Space Manipulate the Info. Flow

Asymme. Restri. Dis. Treat. Covert Decept. Info. Hiding

Brignull [3]

Bait and Switch  

Con�rmshaming  

Disguised Ads  

Forced Continuity H#  

Friend Spam  

Hidden Costs H#  

Misdirection  

Price Comp. Prevention   

Privacy Zuckering H# H# H#

Roach Motel  

9

CHI ’21, May 8–13, 2021, Yokohama, Japan Mathur et al.
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Choice Architecture
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Asymme. Restri. Dis. Treat. Covert Decept. Info. Hiding

Sneak into Basket H#  

Trick Questions   

Conti & Sobiesk [9]

Coercion  

Confusion   

Distraction H#  

Forced Work H# H#

Interruption H# H#

Manipulating Navigation H# H#

Obfuscation H# H#

Restricting Functionality H# H#

Trick H# H#

Zagal et al. [62]

Grinding  

Impersonation  

Monetized Rivalries  

Pay to Skip  

Playing by Appointment  

Pre-Delivered Content  H#  

Social Pyramid Schemes  

Greenberg et al. [22]

Attention Grabber H#  

Bait and Switch  

Captive Audience H#  

Disguised Data Collection  H#

Milk Factor  

Never Forget  

Personal Info. Public  

Unintended Relationships  

Bösch et al. [4]

Address Book Leeching  

Bad Defaults  

Forced Registration  

Hidden Legal. Stip.  

Immortal Accounts H# H#

Privacy Zuckering H# H# H#

Shadow User Pro�les   

Gray et al. [21]

Forced Action  

Interface Interference H# H# H#

Nagging  

Obstruction H# H#

Sneaking H#  
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Table 3. Types of dark pa�ern interfaces classified along how they modify the user’s choice architecture.

Choice Architecture

Prior Work Dark Pattern Type Modify the Decision Space Manipulate the Info. Flow

Asymme. Restri. Dis. Treat. Covert Decept. Info. Hiding

NCC [18]

Default Settings  

Ease  

Framing  H#

Rewards & Punishment  H#

Forced Action  

CNIL [42]

Attention Diversion H# H#

Bait & Change  

Blaming the Individual  

Camou�aged Advertising  

Chameleon Strategy H#  

Comparison Obfuscation   

Default Sharing  

False Continuity H#  

Hard to Adjust Privacy  

Impenetrable Wall  

Improving Experience H# H#

Just You and Us H# H#

Last Minute Consent H# H#

Obfuscating Settings  

Repetitive Incentive H# H#

Safety Blackmail  

Trick Question   

Wrong Signal  

Mathur et al. [35]

Forced Action  

Misdirection H# H# H#

Obstruction  H#

Scarcity H# H# H#

Sneaking H#  

Social Proof H# H#

Lacey & Caudwell [29] Cuteness of Robots  

Gray et al. [20]

Automating the User  

Two-Faced   

Controlling H# H# H#

Entrapping   

Nickle and Diming  H# H#  

Misrepresenting   

 Required “dark pattern” attribute H# Optional “dark pattern” attribute
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E Ansätze zur Evaluation 
nach Mathur et al.
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What Makes a Dark Pattern… Dark? 
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Individuelles Wohl
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Monitärer 
Nachteil

Preisgeben 
persönlicher 

Daten

Kognitive 
Belastung

Kostet Zeit
Kostet 

Aufmerksamkeit 
und Energie

I N D I V I D U E L L E S  W O H L
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Gesellschaftliches Wohl
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G E S E L L S C H A F T L I C H E S  W O H L

Unfairer 
Wettbewerb

Gefährdet 
den freien 

Markt

Vertrauen in 
den Markt 

wird verletzt
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Bestehende 
Vorschriften
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B E S T E H E N D E  V O R S C H R I F T E N

CPRA

DSGVO

CCPA
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Die DSGVO definiert „Einwilligung“ als: 

der betroffenen Person jede freiwillig für den bestimmten Fall, in 
informierter Weise und unmissverständlich abgegebene 
Willensbekundung in Form einer Erklärung oder einer sonstigen 
eindeutigen bestätigenden Handlung, mit der die betroffene Person zu 
verstehen gibt, dass sie mit der Verarbeitung der sie betreffenden 
personenbezogenen Daten einverstanden ist. 

(Artikel 4 Absatz 11)



Aus einer  
Stichprobe von 
1000 der 
beliebtesten 
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Aus einer  
Stichprobe von 
1000 der 
beliebtesten 
Webseiten der EU…

©  2 0 2 1  U S E T R E E7 1

10101010101010101010101010101010101010101010101010 
01010101010101010101010101010101010101010101010101 
10101010101010101010101010101010101010101010101010 
01010101010101010101010101010101010101010101010101 
10101010101010101010101010101010101010101010101010 
01010101010101010101010101010101010101010101010101 
10101010101010101010101010101010101010101010101010 
01010101010101010101010101010101010101010101010101 
10101010101010101010101010101010101010101010101010 
01010101010101010101010101010101010101010101010101 
10101010101010101010101010101010101010101010101010 
01010101010101010101010101010101010101010101010101 
10101010101010101010101010101010101010101010101010 
01010101010101010101010101010101010101010101010101 
10101010101010101010101010101010101010101010101010 
01010101010101010101010101010101010101010101010101 
10101010101010101010101010101010101010101010101010 
01010101010101010101010101010101010101010101010101 
10101010101010101010101010101010101010101010101010 
01010101010101010101010101010101010101010101010101

D A R K  P A T T E R N S  /  M I S D I R E C T I O N



…besitzen über 
50% der Cookie 
Banner mindestens 
ein Dark Pattern.
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Autonomie
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A U T O N O M I E

Keine/schwer 
zugängliche 

Optionen

Unklare 
Optionen



F Fazit
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Design ist unsichtbar 
L U C I U S  B U R C K H A R D T
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• Zitat “Design ist unsichtbar” von Lucius Burckhardt. 1980. 
u.a. aus Die Kinder fressen ihre Revolution. Wohnen – Planen – Bauen – Grünen. Herausgegeben 
von Bazon Brock. DuMont, Köln 1985, ISBN 3-7701-1718-2. 

• Brignull, Harry. 2017. Dark Pattern. Abgerufen 14. März 2021 von https://www.darkpatterns.org 

• Arunesh Mathur, Jonathan Mayer, and Mihir Kshirsagar. 2021. What Makes a Dark Pattern... Dark?: 
Design Attributes, Normative Considerations, and Measurement Methods. In CHI Conference on 
Human Factors in Computing Systems (CHI ’21), May 8–13, 2021, Yokohama, Japan. ACM, New York, 
NY, USA, 27 pages. https://doi.org/10.1145/3411764.3445610  

•
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